0C200 V2 2.4.3 cbopka 20220715

Moppep>xmBaemble yCTPOMNCTBa

Toukun gocryna

EAP670, EAP660 HD, EAP650, EAP650-Outdoor, EAP620 HD, EAP615-Wall, EAP610,
EAP610-Outdoor, EAP265 HD, EAP230-Wall, EAP235-Wall, EAP225-Outdoor, EAP115-Wall, EAP245
V3, EAP225 V3, EAP225-Wall V2, EAP115 V4, EAP110 V4, EAP110-Outdoor V3 v Bbiwe

KommyTaTtopbl

TL-SX3016F, TL-SX3008F, TL-SG3452XP, TL-SG3452X, TL-SG3452P, TL-SG3452,
TL-SG3428XMP, TL-SG3428MP, TL-SG3428X, TL-SG3428, TL-SG3210XHP-M2,
TL-SX3206HPP, TL-SG2428P, TL-SG2218, TL-SG2008P, TL-SG2210MP, TL-SG3210 V3,
TL-SG2210P V3.2, TL-SG2008 V3, TL-SL2428P V4 u Bblwwe

Lnro3bl

ER8411, ER7206 (TL-ER7206), ER605 (TL-R605) V1 n V2

YayuweHus n HoBble PYHKLUN

1. [obaBneHa noaaepxxka ctaHaapta 802.11r, KOTOPbIA MOXHO BKIHOUNTb B pa3gene
«/lononHuTenbHble HacTpoMKkn» Hactpoek Wi-Fi. Ans paboTtbl ctaHgapTta 802.11r TOukM
AOCTyNa TakXXe AO/KHbI ero NoAAEPXNBaATb, AN YErO, BO3IMOXHO, MOHaZ06uTca 06HOBUTL
X NpoLmnBky, a Takxe ctaHgapT 802.11r HecoBmecTuM ¢ WindposaHmem WPAS3.

2. Konnuectso knrouen PPSK B kaxxaom npodune PPSK yBennueHo ¢ 50 go 128.

3. [obaeneHa noaaep>xxka ymHon ontummnsaumm WLAN, no3sossrowas nogobpatb
ONTUMaNbHbIN pabounin kKaHan Ana ToYek AOCTyna.

4, [lobaBneHa nogaepskka YMHOM aHTEHHbI, KOTOpas eCTb B HEKOTOPbIX HOBbIX TOUKaX AOCTyna
(Hanpumep, B EAP650-Outdoor).

5. JobasneHa noasep>kka 4OCTyna 3-ro ypoBHA ANA TOYEK AOCTyna. Ty GYHKLMIO MOXHO
BKJIOUUTL B pa3gene Ycmpolcmea - Hacmpotika > YnpasaeHue ycmpoulcmeaamu. locne
BKHOUEHMA 3TOM QYHKUNN MHTepdenc aBTOHOMHOTO ynpaBaeHusa byaeT fJoCTyneH vepes 3-1
YPOBEHb, MOXHO OyAeT BbIMOJHUTL BXOZ B YUYETHYHO 3aMnCb YCTPOUCTBA M BbIMOJHUTbL CHpOC
HacTpoek ycTponcTBa. [ns paboTbl 3TON GYHKLMM, BO3MOXHO, MOHaZ06u1Tcs 06HOBUTD
NPOLUMBKY TOUEK JOCTYyNa.
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[JlobaBneHa BO3MOXHOCTb ayTeHTUdukaumm no MAC-agpecy B Wi-Fi cetsix, 3alwumdpoBaHHbIX
¢ nomoubro ctaHgapta WPA-Personal. Jns paboTbl 3TON GyHKLUKW, BOSMOXHO, MOHaA006MTCs
0BHOBUTbL NPOLINBKY TOUEK AOoCTyna. Ecav ncnonb3yerca Tekywas npoLmrBka (MO COCTOAHMIO
Ha 12 nona 2022 roaa), KAMEHTbl CMOTYT NOAKAUUTECA K Wi-Fi ceTn, ToNbKO ecnm OTKAOUEH
cepsep RADIUS.

BoinonHeHa agantaunsa nog Touky goctyna EAP245 Bepcum 4, koTopas noaaep>xXuBaeT 40
cemu SSID Ha ananaszoHe 5 Twu,.

BoinonHeHa agantauunsa noa poytep ER8411, B Tom uncne gobasneHa noasepkka
VPN-nogkntoueHmsa SSL n otobpaxkeHne nHpopmaumm o6 yctponctse, BKAKOYAA JaHHbIE
O NUTaHMK, paboTe BEHTUNATOPOB N TEMMNEPATYPE YCTPOUCTBA.

[obaeneHa noaaepxxka SHA-2 ana VPN-noaknroueHuns IPsec.

Jo6asneH Tun WAN IN ans ACL wnto308.

[lobaBneHa onuma «OTKAKOYEH» MPU HAaCTPOWNKE OrPaHNYEHNA CKOPOCTU ANS TPYNMbl
KNNEHTOB.

[obaeneH napametp «bnokmnposaTtb ckaHnpoBaHue TCP ¢ nomoupbto RST». 1o ymonuaHuio
3TOT NapameTp OTKAOUEH, M wato3 Omada nrHopupyet 3anpockl TCP nssHe. Ecam Bkatountb
3TOT NapameTtp, wato3 Omada 6yaet oTBeyatb ¢ nomoubto TCP RST.

[opaboTtaHa HacTponka WAN n gobasneH Ter «OnncaHme».

[obaBneHa BO3MOXHOCTb 3KCMOPTUPOBaHUA CETEBbIX OTYETOB B popmate CSV.

[lopaboTaHO pyKOBOACTBO MO HACTpoWke AN 6anaHCMPOBKN Harpy3ku U pesepBMpOBaHMA
KaHana npw BkatoveHmm USB LTE.

[lobaBneHa BO3MOXHOCTb KonmpoBaHus Hactpoek WAN co cTapoii MoAenu Ha HOBYHO Npu
CMeHe MOJeNV LWto3a.

MoBbieHa NPOM3BOANTENBHOCTb NPW yNpaBaeHnn 6oabwnmm cetamm (o 10 Tbicsay
YCTPOWCTB) (CUCTEMHble TpeboBaHMA 1 COBETbI MO NOBbILLIEHWO NPOU3BOANTENBHOCTH).

[lobaBneHa BO3MOXHOCTb OTOBPaXKeHNA KONNYECTBA XXYPHANOB N BEPXHUX NPesenos,
a TaKk>ke BO3MOXHOCTb YAaIeHNA XYPHAOB MO WX TUMY.

ﬂ,06aBJ'IeHa BO3MO>XHOCTb OTMEHbI pe3epBHOI0 KONMpoOBaHNA.

[lobaBneHbl HOBble MapaMeTpbl B pasfen «XpaHeHne NCTOPUYECKUX AaHHbIX>.


https://www.tp-link.com/ru/support/faq/3414/
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[opaboTaHa copTMpOBKa TETOB B OKHE NMOMUCKA, a Takxke fobaBieHa BO3MOXHOCTb YAaNeHs
TEros.

[JlobaBneHa BO3MOXHOCTb n3MeHeHunsa nopta HTTP ana ynpaBaeHvs KOHTPOANEPOM.

OnTMKM3nMpoBaHbl rpadukm.

NcnpaBaeHHble owmnbkn

Y6paHa BO3MOXHOCTb Bblbopa windpposaHma WPA3 npu Beibope PPSK.

NcnpaBneHa owmnbka, n3-3a kotopot Ha OC200 MOXXHO H6bIN0 MMNOPTUPOBATb HEBEPHbIE
ceptndumkatol HTTPS.

NcnpaBneHa owmnbka, Mpy KOTOPOW BO BPEMA FPyNMnoOBOM HAaCTPOMKM TOYek AOCTyna npwu
M3MEHEeHWM OAHOrO 13 MapameTpOB MPUOPUTM3ALUN OTKAKOYAANCL BCE OCTallbHbIE.

NcnpaBneHa owmnbka, n3-3a kotopown pesepeupoBaHne DHCP-agpecoB He paboTano ans
KNAWEHTOB, HE HaXOAALLMXCA B NOKaJbHOW CETU.

NcnpaBneHa owmnbka, n3-3a KOTOpou 6bl10 HEBO3MOXHO A06aBUTb GanNoBbIM cepBep Mo
AOMEHHOMY UMEHMW.

NcnpaBneHa owmnbka, n3-3a KOTOpon KOHTposiep Bepcun 5.3.1 Hbi1 HECOBMECTUM C
OpenJDK-17.

NMpumeuaHuna

OTa Bepcusa KOHTpOJIIepa NOHOCTBIO aZanTupoBaHa nog npuaoxeHne Omada Bepcum 4.3.X
WAV BblLLe.

Mpn nomowum koHTpoanepa Omada SDN MOXHO HacTpamBaTb M YNPaBAATb ANLLb
onpeAenéHHbIMIN YCTPOMNCTBAMM C COOTBETCTBYIOLLEW NPOLLUMBKOW. YbeamnTecs, 4To Balle
YCTPOWCTBO COBMECTMMO C KOHTpoanepom Omada SDN.

Ecnv Bbl NNaHMpyeTe 06HOBUTLCA 40 3TOW BEPCUN KOHTPOAEepa CO cTapon Bepcum (3.2.14
N HUXE), 03HAKOMbTECb C PYKOBOACTBOM NO OBHOBIEHWNO KOHTpoanepa Omada.

MNocne o6HOBNEHMA [0 3TOM Bepcun KoHTpoanepa Omada BepHyTbCa K Bepcumn 3.2.14 nau
H6onee paHHen Bepcumn 6yaeT HEBO3MOXHO.


https://www.tp-link.com/ru/omada-sdn/controller-upgrade/

